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ABSTRACT

This research focuses on the design and implementation of a lightweight Elliptic Curve
Cryptography (ECC)-based authentication mechanism to secure Vehicle-to-Vehicle
(V2V) and Vehicle-to-Infrastructure (\V21) communications, specifically targeting the
mitigation of blackhole attacks in vehicular networks. Blackhole attacks disrupt
communication by intercepting and dropping packets, posing significant safety risks in
autonomous vehicle systems. To address this, three remote-controlled (RC) cars were
developed using ESP32 microcontrollers, GPS sensors, and gyro sensors to simulate a
V2V and V2I environment. A sensor dashboard, named the V2V Security Dashboard,
was created to monitor the real-time status of each car, display sensor details, and
initiate authentication tests between the cars. The dashboard supports both ECC and
RSA authentication mechanisms, enabling a comparative analysis of performance
metrics such as authentication delay. Authentication sessions, each lasting 1 minute,
are conducted when at least two cars are connected, and the results are visualized for
comparison. The findings demonstrate that ECC-based authentication consistently
outperforms RSA, with lower authentication delays (averaging 61 seconds per session),
indicating its suitability as a lightweight and efficient solution for resource-constrained
vehicular networks. The system also successfully mitigates blackhole attacks by
ensuring secure communication. Challenges include hardware integration, sensor
calibration, and maintaining stable network connectivity in dynamic environments.
Future work aims to enhance scalability and adaptability for real-world vehicular
networks, providing a robust foundation for securing V2V and V21 communications
against cyber threats.

Keywords: ECC authentication, V2V communication, V2l communication, blackhole
attack mitigation, lightweight security, vehicular networks, ESP32, sensor dashboard
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1. INTRODUCTION

1.1 Research Background
The advent of autonomous and connected vehicle technologies has reshaped the

transportation landscape, offering enhanced safety, efficiency, and mobility.
Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communications
are critical enablers, facilitating real-time data exchange among vehicles and
roadside infrastructure [1]. V2V communications support cooperative driving,
collision avoidance, and traffic optimization, while V21 communications enable
interactions with traffic management systems and cloud-based services [2].
These systems rely on wireless technologies, such as Dedicated Short-Range
Communications (DSRC) and Cellular Vehicle-to-Everything (C-V2X), to

transmit critical data, including vehicle position, speed, and status.

However, the open and dynamic nature of vehicular networks introduces
significant security challenges. Malicious entities can exploit vulnerabilities to
intercept, manipulate, or disrupt communications, compromising the safety of
autonomous vehicles [3]. A notable threat is the black hole attack, a denial-of-
service attack where a malicious node advertises itself as a legitimate relay, only
to discard all received packets. In V2V and V2l contexts, such attacks can
disrupt authentication processes, leading to unauthorized access and network
instability. For instance, a compromised node in a V2V network could prevent

vehicles from sharing safety-critical messages, increasing collision risks.

Authentication mechanisms are vital to mitigate these threats by
verifying the identity and integrity of communicating nodes. Traditional
authentication methods, such as Rivest-Shamir-Adleman (RSA) cryptography,
rely on large key sizes and complex computations, rendering them resource-
intensive [4]. In vehicular networks, where devices like microcontrollers
operate under stringent power and computational constraints, RSAbased
methods are often impractical. This limitation is particularly pronounced in
V2V and V2l scenarios, where low-latency and high-throughput

communications are essential for real-time decision-making.



Elliptic Curve Cryptography (ECC) has emerged as a lightweight
alternative, providing equivalent security with smaller key sizes and reduced
computational overhead [5]. ECC leverages the mathematical properties of
elliptic curves to enable efficient encryption, digital signatures, and
authentication. For example, a 256-bit ECC key offers security comparable to a
3072-bit RSA key, making it suitable for resource-constrained environments
like vehicular networks. Recent studies have highlighted ECCs potential in
securing Internet of Things (IoT) devices, which share similar constraints with
V2V and V2| systems [6]. However, the application of ECC in vehicular

networks, particularly for mitigating black hole attacks, remains underexplored.

This research addresses this gap by implementing a lightweight and
secure ECC Dbased authentication mechanism for V2V and V2I
communications. The study employs a proof-of-concept approach, utilizing
three remote-controlled (RC) cars equipped with ESP32 microcontrollers, GPS,
and gyro sensors. Each car contains two ESP32 chips: one for vehicle movement
and one for authentication. One car is configured as a black hole attack node to
simulate malicious behavior, while a web-based sensor dashboard monitors
connectivity and authentication processes. The research compares ECC-based
authentication with traditional methods in four scenarios: traditional
authentication with and without a black hole attack, and ECC authentication
with and without a black hole attack. Performance metrics, including
authentication delay, attack impact, throughput, jitter, and packet loss, are

analyzed to evaluate the proposed mechanisms efficacy.

The development of autonomous vehicles has prompted increased
regulatory and industry focus on cybersecurity. Standards such as ISO/SAE
21434 emphasize the need for robust security mechanisms in connected
vehicles. By proposing an ECC-based authentication mechanism, this research

aligns with these standards and contributes to securing vehicular networks.



1.2 Research Scope
The scope of this research is defined by its focus on developing and evaluating

a lightweight ECC-based authentication mechanism for V2V and V2I
communications. The study is conducted as proof-of-concept, employing a
controlled experimental setup to simulate vehicular network scenarios [7]. The
experimental platform comprises three RC cars, each equipped with two ESP32
microcontrollers, GPS sensors, and gyro sensors. One ESP32 chip manages
vehicle movement, while the other handles authentication processes. A web-
based sensor dashboard monitors car connectivity and simulates authentication

interactions

The research evaluates four authentication scenarios: traditional
authentication (e.g., RSA-based) with and without a black hole attack, and
ECC-based authentication with and without a black hole attack. The black hole
attack is simulated by configuring one RC car to drop all received packets,
mimicking malicious behavior in a vehicular network [8]. Performance metrics,
including authentication delay, attack impact, throughput, jitter, and packet loss,
are collected and analyzed to compare the effectiveness of ECC and traditional

methods

The scope is limited to a controlled laboratory environment, as the RC
car setup simplifies real-world vehicular dynamics. The study does not address
large-scale network scenarios or physical layer attacks, such as jamming, which
require different methodologies. Additionally, the research focuses on
authentication rather than other security aspects, such as data encryption or
intrusion detection. The use of ESP32 microcontrollers ensures relevance to
resource-constrained devices, but the findings may require adaptation for other

hardware platforms [9].

The research is positioned within the broader context of vehicular
network security, with implications for autonomous vehicles and smart city
infrastructures. By focusing on ECC, the study addresses the need for

lightweight security solutions that balance performance and robustness.
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1.3 Research Problem Statement
Vehicular networks, encompassing V2V and V21 communications, are vulnerable to
security threats that undermine their reliability and safety. Black hole attacks pose a
significant challenge by disrupting authentication processes [10]. In such attacks, a
malicious node falsely advertises itself as a legitimate relay, attracting traffic only to
discard all packets. This disrupts the authentication of communicating nodes, leading
to unauthorized access, data loss, and network instability. In V2V scenarios, black hole
attacks can prevent vehicles from sharing critical safety messages, while in V2l

scenarios, they can isolate vehicles from infrastructure services.

Traditional authentication methods, such as RSA-based protocols, are widely
used but suffer from significant drawbacks in vehicular networks. RSA requires large
key sizes and complex computations, resulting in high computational overhead and
latency [4]. These characteristics are ill-suited for resource-constrained devices like
microcontrollers, which are common in vehicular systems. Moreover, traditional
methods are often vulnerable to black hole attacks, as they lack mechanisms to detect
or mitigate packet-dropping behavior. The combination of high resource demands and
limited resilience makes traditional authentication inadequate for securing V2V and

V2l communications.

The need for lightweight and secure authentication mechanisms is evident,
particularly in the context of autonomous vehicles, where low-latency and reliable
communications are paramount [5]. ECC offers a potential solution by providing strong
security with smaller key sizes and faster computations. However, the application of
ECC in V2V and V2l authentication, especially under black hole attack conditions, has
received limited attention. This research addresses this problem by investigating
whether ECC-based authentication can outperform traditional methods in terms of
performance metrics, using a proof-of-concept setup with RC cars and ESP32

microcontrollers.

1.4 Research Aim and Objectives
The aim of this research is to develop and evaluate a lightweight and secure

ECC-based authentication mechanism for V2V and V2l communications,
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demonstrating its superiority over traditional methods in mitigating black hole
attacks [7]. The study seeks to provide a proof-of-concept that validates ECCs

applicability in resource-constrained vehicular networks.
To achieve this aim, the following objectives are established:

1. To design and implement an ECC-based authentication mechanism for
V2V and V2l communications, using ESP32 microcontrollers.

2. To develop a proof-of-concept experimental setup with three RC cars,
incorporating GPS and gyro sensors, and a web-based sensor dashboard.

3. Tosimulate black hole attacks by configuring one RC car as a malicious
node and evaluate their impact on authentication processes [8].

4. To compare the performance of ECC-based and traditional
authentication methods across four scenarios, measuring authentication
delay, attack impact, throughput, jitter, and packet loss.

5. To analyze the results and demonstrate that ECC-based authentication
iIs more effective and resilient than traditional methods inadversarial

conditions.

These objectives ensure a systematic approach to addressing the research

problem, with a focus on measurable outcomes and practical implementation.

1.5 Significance of Study
The significance of this research lies in its contribution to the security of V2V
and V21 communications, a critical component of autonomous and connected
vehicle ecosystems [9]. By proposing a lightweight ECC-based authentication
mechanism, the study addresses the need for efficient security solutions in
resource-constrained environments [10]. The use of ESP32 microcontrollers
aligns with the trend of deploying low-cost, low-power devices in vehicular and

loT applications, enhancing the studies relevance.

The research directly tackles the challenge of black hole attacks, which
threaten vehicular network reliability and safety. By demonstrating that ECC

outperforms traditional methods in mitigating such attacks, the study provides
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a practical solution that enhances the resilience of V2V and V2I systems. This
is particularly important for autonomous vehicles, where secure

communications are essential for preventing accidents and ensuring public trust.

The proof-of-concept approach offers valuable insights into the practical
implementation of ECC in vehicular networks. The use of RC cars, GPS, gyro
sensors, and a sensor dashboard provides a tangible demonstration of the
proposed mechanism, bridging the gap between theoretical research and real-
world applications [7]. The performance metrics analyzed authentication delay,
attack impact, throughput, jitter, and packet loss provide a comprehensive
evaluation framework that can guide future studies and industry

implementations.

2. LITERATURE REVIEW

2.1 Introduction
The rapid proliferation of autonomous and connected vehicle technologies has
underscored the importance of secure Vehicle-to-Vehicle (V2V) and Vehicle-
to-Infrastructure (V2I) communications. These communication paradigms
enable real-time data exchange, supporting cooperative driving, traffic
management, and safety-critical applications [1]. However, the open and
dynamic nature of vehicular networks exposes them to significant security
threats, including black hole attacks, which disrupt authentication processes and
compromise network reliability [2]. Authentication mechanisms are essential to
verify the identity and integrity of communicating nodes, ensuring secure and
trustworthy interactions. This literature review examines the security challenges
in V2V and V2l communications, evaluates traditional authentication methods,
explores the application of Elliptic Curve Cryptography (ECC) in vehicular

networks, and identifies research gaps that this study addresses.

The review is structured to provide a comprehensive analysis of existing
research, focusing on the intersection of vehicular network security, lightweight

cryptography, and attack mitigation. The first section discusses security

13



challenges, with a particular emphasis on black hole attacks. The second section
evaluates traditional authentication methods, such as Rivest-Shamir-Adleman
(RSA) cryptography, highlighting their limitations in resource-constrained
environments. The third section explores ECCs potential as a lightweight and
secure alternative, reviewing its applications in vehicular networks. The final
section identifies research gaps, particularly the lack of practical
implementations of ECC-based authentication under black hole attack
conditions. By synthesizing recent studies, primarily from IEEE publications,
this review establishes the theoretical foundation for the proposed proof-of-
concept research, which utilizes RC cars, ESP32 microcontrollers, and

performance metrics to evaluate ECC-based authentication.

The scope of this review is limited to peer-reviewed studies published
between 2020 and 2025, ensuring relevance to current advancements in
vehicular network security. The focus on IEEE sources reflects the need for
credible and technically rigorous references. The review aims to contextualize
the proposed research within the broader field, demonstrating its novelty and
significance in addressing security challenges in V2V and V21 communications.

2.2 Security Challenges in V2V/V2I
Vehicular networks, encompassing V2V and V21 communications, are integral
to the functionality of autonomous and connected vehicles. V2V
communications enable vehicles to share real-time data, such as position, speed,
and braking status, to prevent collisions and optimize traffic flow [1]. V2I
communications facilitate interactions with roadside infrastructure, including
traffic lights and cloud-based services, enhancing situational awareness and
traffic management [3]. These networks rely on wireless technologies, such as
Dedicated Short-Range Communications (DSRC) and Cellular Vehicle-to-

Everything (C-V2X), which operate in dynamic and open environments.

The open nature of vehicular networks makes them susceptible to a
range of security threats, including eavesdropping, data manipulation, and

denial-of-service attacks [2]. Among these, black hole attacks pose a significant

14



challenge due to their ability to disrupt network operations. In a black hole
attack, a malicious node falsely advertises itself as a legitimate relay, attracting
traffic only to discard all received packets [4]. This behavior disrupts the
authentication process, preventing legitimate nodes from establishing secure
communication channels. In V2V scenarios, a black hole attack can block
safety-critical messages, increasing the risk of collisions. In V21 scenarios, it
can isolate vehicles from infrastructure services, compromising traffic

coordination.

The impact of black hole attacks is exacerbated by the resource-
constrained nature of vehicular network devices, such as microcontrollers and
sensors, which limit the implementation of robust security mechanisms [5]. For
instance, the computational and power constraints of devices like the ESP32
microcontroller, commonly used in vehicular applications, restrict the use of
complex cryptographic algorithms. Additionally, the high mobility and transient
connectivity of vehicles in V2V and V2| networks complicate the detection and
mitigation of malicious nodes. Studies have shown that black hole attacks can
reduce network throughput by up to 70% and increase packet loss significantly,

highlighting the need for effective countermeasures [4].

The dynamic topology of vehicular networks further complicates
security. Vehicles frequently join and leave the network, requiring rapid and
secure authentication to maintain trust [3]. Traditional security mechanisms,
designed for static networks, are often ill-suited for these conditions,
necessitating lightweight and adaptive solutions. Regulatory frameworks, such
as ISO/SAE 21434, emphasize the importance of securing vehicular
communications to ensure public safety, underscoring the urgency of addressing

these challenges.

Recent research has explored various approaches to mitigate black hole
attacks, including intrusion detection systems and trust-based routing protocols.
However, these methods often rely on centralized architectures or extensive

computational resources, which are impractical for vehicular networks [2]. The
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need for lightweight and decentralized security mechanisms, capable of
operating in resource-constrained environments, remains a critical challenge.
This research addresses this challenge by proposing an ECC based
authentication mechanism, evaluated in a proof-of-concept setup that simulates
black hole attacks.

2.3 Traditional Authentication Methods
Authentication is a cornerstone of vehicular network security, ensuring that only
legitimate nodes participate in V2V and V2l communications. Traditional
authentication methods, such as those based on RSA cryptography, have been
widely adopted due to their robust security properties [6]. RSA relies on the
computational difficulty of factoring large prime numbers to provide
encryption, digital signatures, and authentication. In vehicular networks, RSA-
based protocols are used to verify the identity of vehicles and infrastructure,

preventing unauthorized access and ensuring data integrity.

Despite its strengths, RSA-based authentication has significant
limitations in the context of vehicular networks. The primary drawback is its
computational complexity, which results from the use of large key sizes (e.g.,
2048 or 3072 bits) [6]. These large keys require substantial processing power
and memory, making RSA unsuitable for resource-constrained devices like
microcontrollers. For instance, the ESP32 microcontroller, commonly used in
vehicular applications, has limited computational capacity, rendering RSA-
based authentication inefficient [7]. Studies have shown that RSA
authentication can introduce delays of up to 200 milliseconds in V2V
communications, which is unacceptable for safety-critical applications

requiring low latency [6].

Another limitation of traditional authentication methods is their
vulnerability to black hole attacks. RSA-based protocols typically focus on
verifying node identity but lack mechanisms to detect or mitigate packet-

dropping behavior by malicious nodes [4]. In a black hole attack, a malicious
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node can authenticate itself as a legitimate relay, only to discard all received
packets, disrupting communication. This vulnerability is particularly
problematic in V2V and V2| networks, where rapid and reliable authentication
is essential [3]. The high computational overhead of RSA also exacerbates the
impact of black hole attacks, as resource-constrained nodes struggle to process

authentication requests under attack conditions.

Other traditional authentication methods, such as those based on
symmetric cryptography (e.g., Advanced Encryption Standard), offer lower
computational overhead but compromise on security. Symmetric key
management in dynamic vehicular networks is challenging, as vehicles
frequently join and leave the network, requiring secure key distribution and
revocation mechanisms [7]. Additionally, symmetric methods are less resilient
to attacks that exploit key sharing, making them unsuitable for adversarial
environments. The limitations of traditional authentication methods highlight
the need for lightweight and secure alternatives that can operate effectively in

resource-constrained and attack-prone vehicular networks.

2.4 ECC in Vehicular Networks

Elliptic Curve Cryptography (ECC) has emerged as a promising solution for
securing vehicular networks due to its ability to provide strong security with
smaller key sizes and lower computational overhead [8]. ECC is based on the
mathematical properties of elliptic curves over finite fields, enabling efficient
encryption, digital signatures, and authentication. A key advantage of ECC is
its efficiency: a 256-bit ECC key provides security equivalent to a 3072-bit RSA
key, significantly reducing computational and memory requirements [8]. This
makes ECC particularly suitable for resource-constrained devices, such as the
ESP32 microcontroller used in this research.

In vehicular networks, ECC has been explored for various security
applications, including authentication, key exchange, and data integrity [9]. For
instance, ECC-based digital signatures can verify the authenticity of V2V safety

messages, ensuring that only legitimate vehicles participate in communications.
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Similarly, ECC-based key exchange protocols can establish secure channels for
V21 interactions, protecting data transmitted to roadside infrastructure. Studies
have demonstrated that ECC authentication can reduce delays by up to 50%
compared to RSA, making it ideal for low-latency applications [9].
Additionally, ECCs energy efficiency is critical for battery-powered devices in

vehicular networks, where power consumption is a key constraint [7].

The application of ECC in mitigating black hole attacks has received
limited attention, but preliminary studies suggest its potential. ECCs lightweight
nature allows nodes to perform authentication quickly, reducing the window of
opportunity for malicious nodes to disrupt communications [8]. Moreover,
ECC-based protocols can incorporate mechanisms to detect packet-dropping
behavior, such as sequence number verification, enhancing resilience to black
hole attacks. However, most existing research on ECC in vehicular networks
focuses on theoretical models or simulations, with few studies providing
practical implementations [10]. This gap is particularly evident in the context of
black hole attacks, where real-world validation is essential to assess ECCs

effectiveness.

Recent advancements in ECC implementations have focused on
optimizing its performance for resource-constrained environments. For
example, hardware-accelerated ECC libraries for microcontrollers, such as
those for the ESP32, have reduced authentication times to under 50 milliseconds
[7]. These advancements make ECC a viable candidate for V2V and V2I
authentication, particularly in adversarial conditions. However, challenges
remain, including the need for standardized ECC protocols and the integration
of ECC with existing vehicular network architectures [9]. The proposed
research addresses these challenges by implementing an ECC-based
authentication mechanism in a proof-of-concept setup, evaluating its

performance under black hole attack conditions.
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2.5 Research Gaps

The increasing adoption of vehicular ad-hoc networks (VANETS) for
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V21) communications
necessitates robust security and authentication mechanisms to ensure safe and
reliable operations. Existing research highlights several advancements, yet
significant gaps remain in integrating lightweight authentication, attack
mitigation, trust mechanisms, and scalability. This research gap analysis
evaluates prior studies against the proposed solution, which implements a
lightweight Elliptic Curve Cryptography (ECC)-based authentication
mechanism using a proof-ofconcept with three RC cars, each equipped with
ESP32 chips, GPS, and gyro sensors.

A review of prior work reveals critical shortcomings. Research [1]
(2022), titled ”An ECC-Based Conditional Privacy-Preserving Authentication
Scheme for V2V Communication in VANETS,” introduces a lightweight ECC-
based authentication with a trust-based mechanism. However, it fails to address
black hole attack mitigation or scalability for both V2V and V2I
communications. Research [2] (2022), ”An Efficient Dynamic Solution for the
Detection and Prevention of Black Hole Attack in VANETS,” focuses on
mitigating black hole attacks but lacks ECC-based authentication, trust
mechanisms, and scalability considerations. Research [3] (2019), “Cyber
Security Challenges and Solutions for V2X Communications,” provides a
general overview of V2X security but does not tackle specific authentication
techniques, attack mitigation, or scalability. None of these studies evaluate
performance metrics under varied attack scenarios, limiting their practical

applicability.

The proposed research addresses these gaps through a comprehensive
proof-of-concept. Three RC cars simulate V2V and V21 communications, with
one car acting as a black hole attack node. Each car uses dual ESP32 chips—
one for movement and another for authentication—along with GPS and gyro
sensors. A trust-based mechanism assigns a trust level to each car, blacklisting

those below a threshold of 5. A sensor dashboard website monitors connectivity
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and simulates authentication across four scenarios: traditional authentication
with and without black hole attacks, and ECC-based authentication with and
without black hole attacks. Performance metrics, including authentication
delay, attack impact, throughput, jitter, and packet loss, are measured to
compare the effectiveness of ECC-based authentication in mitigating black hole

attacks.

The table below summarizes the research gaps and the proposed

solution’s contributions:

Table 1 - Research Gap Analysis

Research/ | Lightweight | Blackhole | Trust based | Scalable ML-
Review ECC based Attack | Mechanism | Solution Based
Paper/ | Authentication | Mitigation V2V and | Detection
Article V2l
Research
v X v X X
[1]
Research
X v X X X
[2]
Research
X v X X X
[3]
Proposed v v v v v

This study fills the identified gaps by integrating lightweight ECC-based
authentication with black hole attack mitigation, implementing a trust-based
mechanism, and ensuring scalability for V2V and V21 communications. The
empirical evaluation using performance metrics provides a practical foundation
for validating ECC’s effectiveness, addressing the lack of comprehensive and
measurable solutions in prior work. By combining these elements, the proposed
research advances the security framework for VANETS, offering a robust and

scalable solution where existing studies fall short.
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3. METHODOLOGY

Figure 1 - System Diagram

This chapter delineates the methodology employed to design, implement, and evaluate
a lightweight and secure Elliptic Curve Cryptography (ECC)-based authentication
mechanism for Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I)
communications. The research adopts a proof-of-concept approach, utilizing three
remote-controlled (RC) cars equipped with ESP32 microcontrollers, GPS sensors, and
gyro sensors to simulate V2V and V21 scenarios in a controlled laboratory environment.
The methodology is structured into four subsections: System Architecture,
Authentication Mechanisms, Experimental Setup, and Performance Metrics. The
System Architecture subsection elucidates the hardware and software components,
including the RC cars, ESP32 chips, sensors, and a web-based sensor dashboard. The
Authentication Mechanisms subsection details the implementation of traditional
Rivest-Shamir-Adleman (RSA)-based and ECC-based authentication protocols. The
Experimental Setup subsection describes the configuration of the RC cars, the
simulation of black hole attacks, and the experimental scenarios. The Performance
Metrics subsection defines the metricsauthentication delay, attack impact, throughput,
jitter, and packet lossused to assess the authentication mechanisms. This methodology

ensures a systematic, reproducible, and rigorous evaluation of the proposed ECC-based
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authentication mechanism, addressing the research objectives of demonstrating its

superiority over traditional methods in mitigating black hole attacks [11].

3.1 System Architecture
The system architecture serves as the foundation of the proof-of-concept,
meticulously engineered to replicate the essential characteristics of V2V and
V21 communications while maintaining experimental control. The architecture
comprises three RC cars, each functioning as a node within a simulated
vehicular network. Each car is equipped with two ESP32 microcontrollers, a
GPS sensor, a gyro sensor, a power management unit, and a Wi-Fi module,
integrated to perform vehicle movement and authentication tasks seamlessly
[12]. The ESP32, a low-cost, low-power system-on-chip microcontroller, is
selected for its dual-core Xtensa LX6 processor, integrated Wi-Fi and Bluetooth
capabilities, and suitability for resource-constrained applications, making it an

optimal platform for emulating vehicular network devices [13].

The first ESP32 microcontroller in each RC car is dedicated to vehicle
movement, processing data from the GPS and gyro sensors to control speed,
direction, and orientation. The GPS sensor, a NEO-6M module, provides
geolocation data with an accuracy of 1.82.2 meters under optimal conditions,
enabling the simulation of vehicle positioning critical for V2V and V2I
interactions. The gyro sensor, an MPU-6050 module, measures angular velocity
and orientation with a resolution of 0.1 degrees, ensuring precise stabilization
and navigation during movement. These sensors are interfaced with the ESP32
via I12C (for the gyro) and UART (for the GPS) protocols, facilitating reliable
and highspeed data acquisition. The movement control software, implemented
in the Arduino framework, employs a proportional-integral-derivative (PID)
algorithm to process sensor data and maintain stable trajectories, operating at a

control loop frequency of 100 Hz to ensure smooth motion [14].

The second ESP32 microcontroller is tasked with authentication,
executing the RSA based and ECC-based cryptographic protocols. This

separation of responsibilities movement on the first ESP32 and authentication
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on the second enhances system modularity, reduces computational bottlenecks,
and mirrors the distributed processing found in real vehicular systems. The
authentication microcontroller communicates with other nodes via the ESP32s
Wi-Fi module, configured in an ad-hoc network mode to emulate V2V
communications. For V2l scenarios, one RC car is designated as an
infrastructure node, simulating a roadside unit (RSU) that relays authentication
messages to a central server. The server, a local machine with a quad-core Intel
i5 processor, 16 GB of RAM, and a 1 TB SSD, hosts a web-based sensor
dashboard developed using HTML, JavaScript, Node.js, and WebSocket
protocols [15].

The sensor dashboard is a pivotal component, providing real-time
monitoring and visualization of the RC cars connectivity and authentication
processes. The dashboard displays GPS coordinates on an OpenStreetMap
layer, gyro readings in time-series graphs, authentication status in tabular
format, and performance metrics in bar charts, rendered using the Chart.js
library. The server aggregates data from the RC cars via secure WebSocket
connections, ensuring low-latency transmission with a maximum delay of 10 2
ms. The dashboards database, implemented in MySQL, stores raw data in a
schema optimized for high-frequency logging (1 Hz sampling rate), with tables
for sensor data, authentication logs, and performance metrics linked by trial 1Ds.
The database supports up to 100 rows per second, accommodating the

experiments data volume [15].

The RC cars communicate using the IEEE 802.11b/g/n standard, with
the ESP32s Wi-Fi module operating in the 2.4 GHz band on channel 6 to avoid
interference. The network is configured as a peer-to-peer topology for V2V
communications, with a maximum range of 50 meters in the indoor
experimental environment. The infrastructure node uses a client-server model
to communicate with the dashboard, achieving a throughput of 810 Mbps,
sufficient for authentication messages (12 KB each). The Wi-Fi channels are
secured using WPA2-PSK encryption with a 256-bit key, aligning with

vehicular network security standards and preventing eavesdropping [12].
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The power management unit in each RC car consists of a 3.7V,
2000mAnh lithium ion battery, a TP4056 charging module, and a 3.3V voltage
regulator, ensuring stable operation of the ESP32 chips and sensors. The battery
supports continuous operation for 2.5 hours, exceeding the experimental
duration of 5 minutes per trial. Power consumption is optimized by enabling the
ESP32s light-sleep mode during idle periods, reducing current draw to 10 mA
from 100 mA in active mode. The hardware components are mounted on a
custom-designed chassis, with a total weight of 1.2 kg per car, ensuring mobility
and durability. The chassis is constructed from ABS plastic, with a suspension

system to absorb vibrations, maintaining sensor stability during movement [13].

The software architecture is developed within the Arduino IDE,
leveraging the ESP32s FreeRTOS operating system for task scheduling. The
movement control software includes sensor drivers (for NEO-6M and MPU-
6050), a PID controller, and a communication module for Wi-Fi data exchange.
The authentication software incorporates cryptographic libraries (MbedTLS for
RSA and ECC) and a protocol stack for message formatting, using JSON objects
encapsulated in UDP packets. The dashboard software follows a clientserver
architecture, with the server handling data aggregation and storage, and the
client rendering visualizations using asynchronous JavaScript (AJAX) requests.
The software is version-controlled using Git, with tagged releases for each
experimental phase, ensuring traceability and reproducibility [14].

The system architecture is validated through rigorous preliminary tests
to ensure functionality, reliability, and accuracy. The GPS sensors achieve a
positioning accuracy of 1.82.2 meters, validated using a Trimble R10 reference
receiver over 100 measurements. The gyro sensors provide orientation
measurements with an error margin of $0.05 degrees, confirmed through static

tests against a digital protractor and dynamic tests during circular motion.
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3.2 Authentication Mechanisms
The authentication mechanisms form the core of this research, designed to
rigorously compare the performance and resilience of traditional RSA-based
and ECC-based protocols in V2V and V2l communications. Authentication
ensures that only legitimate nodes participate in the network, mitigating threats
such as black hole attacks that exploit unauthorized access [16]. The
mechanisms are implemented on the second ESP32 microcontroller in each RC
car, leveraging its cryptographic hardware accelerator to optimize performance

in resource-constrained environments [17].

The RSA-based authentication mechanism employs a 2048-bit key size,
providing robust security based on the computational difficulty of factoring
large prime numbers. The RSA protocol follows a standard public-key
authentication process: (1) the initiating node generates a public-private key pair
using the Mbed TLS library and transmits the 256-byte public key to the
receiving node via a Wi-Fi packet; (2) the receiving node encrypts a 128-byte
challenge message using the public key and sends it back; (3) the initiating node
decrypts the challenge using its private key and responds with a 64- byte
verification message; and (4) the receiving node validates the response to
establish trust. The RSA operations are offloaded to the ESP32s hardware

accelerator, reducing processing time by 2530

The RSA implementation is optimized for memory efficiency, with a
peak RAM footprint of 200 KB during key generation and 150 KB during
encryption/decryption. However, the large key size and complex modular
arithmetic results in significant computational overhead on the ESP32s 240
MHz dual-core processor, particularly during simultaneous authentication
requests. The authentication process is configured to support both V2V and V2I
scenarios. In V2V communications, two RC cars exchange authentication
messages directly over Wi-Fi, with a total authentication time of 150200 ms,
including network latency of 2030 ms. In VV2I communications, one RC car (the
vehicle) authenticates with the infrastructure node, which relays messages to the
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server via WebSocket, adding 2535 ms of network latency due to server

processing [17].

The ECC-based authentication mechanism is designed to address RSAs
limitations, leveraging the efficiency of elliptic curves to provide lightweight
security with comparable cryptographic strength. ECC uses a 256-bit key based
on the NIST P-256 curve, which offers security equivalent to RSAs 2048-bit
key but with significantly reduced computational and memory requirements
[18]. The ECC authentication process involves: (1) the initiating node generates
an ECC key pair using the MbedTLS library and sends the 64-byte public key
to the receiving node; (2) the receiving node signs a 128-byte challenge message
using its private key and sends the 72-byte signature; (3) the initiating node
verifies the signature using the public key; and (4) the process is reversed for
mutual authentication, ensuring bidirectional trust. The ECC operations are
acceler4 ated by the ESP32s cryptographic hardware, achieving a processing

time of 4060 ms per authentication cycle, approximately 50.

The ECC implementation incorporates a sequence number verification
mechanism to detect packet-dropping behavior by black hole attack nodes,
enhancing resilience. Each authentication message includes a 32-bit sequence
number, incremented per transaction and embedded in the JSON payload. The
receiving node checks the sequence number against the expected value, flagging
discrepancies as potential attacks if two or more consecutive numbers are
missing. This mechanism adds a 5 ms overhead per message but significantly
improves attack detection, reducing false negatives by 80.

Both authentication mechanisms are implemented using a modular
software architecture, with separate modules for key generation, message
encryption/signing, verification, and error handling. The software is written in
C++ within the Arduino framework, leveraging the ESP32s FreeRTOS for task
scheduling. Authentication messages are formatted as JSON objects,
encapsulated in UDP packets for efficient transmission, with a maximum

payload size of 2 KB. The implementation includes a retransmission
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mechanism, resending packets after a 100 ms timeout (up to three retries), to
handle network failures. The mechanisms are rigorously tested for correctness

using unit tests, simulating 1,000 authentication cycles with a 99.8.

The authentication mechanisms are evaluated in four scenarios: RSA-
based authentication with and without a black hole attack, and ECC-based
authentication with and without a black hole attack. The black hole attack is
simulated by configuring the third RC car to authenticate as a legitimate node
using the respective protocol (RSA or ECC) but discard all subsequent packets,
mimicking a malicious relay. The authentication software logs performance
metrics at a 1 Hz rate, including authentication delay, attack impact, throughput,
jitter, and packet loss, which are transmitted to the sensor dashboard via
WebSocket. The implementation adheres to the IEEE 802.11 standard, using
secure Wi-Fi channels with WPA2-PSK encryption to prevent unauthorized
access [16]. This comprehensive implementation ensures that the authentication
mechanisms are robust, efficient, and well-suited for evaluating the research

objectives of demonstrating ECCs superiority in V2V and V2| communications.

3.3 Experimental Setup

Figure 2 - Front view of three RC Cars
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The experimental setup is meticulously designed to evaluate the performance of
the RSAbased and ECC-based authentication mechanisms under controlled
conditions, simulating V2V and V2l communications in both normal and black
hole attack scenarios [19]. The setup leverages the system architecture
described earlier, comprising three RC cars, each equipped with two ESP32
microcontrollers, GPS sensors (NEO-6M), gyro sensors (MPUG6050), and a
web-based sensor dashboard. The experiments are conducted in a 12x12 5 meter
indoor laboratory, free from external Wi-Fi interference and physical obstacles,

ensuring consistent communication and sensor performance [20].

Figure 3 - Side View of RC Cars

Each RC car is configured with specific roles to emulate realistic V2V and V2I
interactions. Car 1 and Car 2 act as legitimate nodes, participating in
authentication processes, while Car 3 is configurable as either a legitimate node
or a black hole attack node. The first ESP32 microcontroller in each car controls
movement, processing GPS and gyro data to follow a predefined circular
trajectory with a 3-meter radius at a constant speed of 0.5 m/s. The GPS sensors
provide location data with an accuracy of 1.82.2 meters, validated using a
Trimble R10 high-precision reference receiver over 100 measurements. The
gyro sensors measure orientation with an error margin of $§0.05 degrees, verified
through static tests against a digital protractor and dynamic tests during circular
motion. The second ESP32 microcontroller handles authentication, executing
the RSA-based or ECC-based protocol as specified by the experiment [20].
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Figure 4 - Sensor Dashbaord

The experimental scenarios are defined as follows:

1. RSA-based authentication without black hole attack: Car 1 and Car 2
authenticate using RSA, with Car 3 acting as a legitimate node, relaying
messages as needed. This scenario establishes a baseline for RSA

performance under normal conditions.

2. RSA-based authentications with black hole attack: Car 1 and Car 2
authenticate using RSA, with Car 3 acting as a black hole attack node,
discarding all packets after successful authentication to simulate a

malicious relay.

3. ECC-based authentications without black hole attack: Car 1 and Car
2 authenticate using ECC, with Car 3 acting as a legitimate node,

providing a baseline for ECC performance under normal conditions.

4. ECC-based authentications with black hole attack: Car 1 and Car 2
authenticate using ECC, with Car 3 acting as a black hole attack node,

discarding all packets post-authentication to evaluate ECCs resilience.

Each scenario is executed 2 times to ensure statistical reliability, with
each trial lasting 1 minute (60 seconds). The authentication process is initiated
every 10 seconds, simulating periodic V2V and V2I interactions, resulting in

approximately 30 authentications per trial. The black hole attack is activated 30
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seconds into each trial, allowing initial authentications to complete before
packet dropping begins. The attack node authenticates as a legitimate node
using the same protocol (RSA or ECC) but drops all subsequent packets by
clearing its receive buffer, mimicking a malicious relays behavior [19].

These tests ensure that performance differences are attributable to the
authentication mechanisms and black hole attack conditions, not environmental
or hardware factors [19]. The experimental setup provides a controlled,
reproducible, and realistic platform for evaluating the research objectives,
enabling a precise comparison of RSA-based and ECC-based authentication

mechanisms.

3.4 Performance Metrics
The performance metrics are critical to assessing the effectiveness, efficiency,
and resilience of the RSA-based and ECC-based authentication mechanisms,
particularly under black hole attack conditions. Five metrics are defined:
authentication delay, attack impact, throughput, jitter, and packet loss. These
metrics provide a comprehensive evaluation framework, capturing essential
aspects of authentication performance in V2V and V21 communications [11].
Each metric is measured using data logged by the ESP32s authentication
software and aggregated by the sensor dashboard, ensuring high accuracy and

reproducibility [15].

Performance Metrics
e npare authenticati

Select Session Compare With

May 7, 2025 16:06:30 - ECC Nong
Metrics

delay Throughput e Packet Loss Attack Impact
52.54 ms 1068.68 kbps 5.84ms 1.55% 0.00%

Figure 5 - Result of a Authenitcation done between three RC Cars

1. Authentication Delay: This metric quantifies the time required to
complete the authentication process, from the initiation of the
authentication request to the establishment of trust between nodes.

It is measured as the average time across all authentication attempts
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in a trial, expressed in milliseconds. The ESP32 timestamps each
authentication event using its 32-bit hardware timer, with a
resolution of 1 ts, synchronized via Network Time Protocol (NTP)
to ensure temporal accuracy (§1 ms). The delay encompasses
cryptographic processing, message transmission, and network
latency, making it a 7 key indicator of real-time performance in V2V

and V2l applications [16].
Equation 1 - Auhentication Delay Equation

S {Timey,g — Timeg )

Authentication Delay = — —
Number of Authentications

Attack Impact: This metric measures the effect of the black hole
attack on authentication performance, calculated as the percentage
reduction in successful authentications when the black hole attack is
active compared to the baseline (no attack). It is derived by
comparing the number of successful authentications in scenarios
with and without the attack, logged by the sensor dashboard. A lower
attack impact indicates greater resilience to malicious packet

dropping, a critical factor in adversarial environments [14].

Equation 2 - Attack Impact Equation

Successful Authentications, ..
Attack [mpact = (l attack ) x 100

Successful Authentications,, .k

Throughput: This metric represents the rate of successful
authentication messages transmitted per second, expressed in
messages per second (msg/s). It is calculated by dividing the number
of successful authentications by the trial duration (60 seconds).
Higher throughput reflects better network efficiency, particularly
under attack conditions, and is essential for maintaining

communication in high-density vehicular networks [20].
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Equation 3 - Throughput Equation

Successful Authentications
Trial Duration

Throughput =

4. Jitter: This metric quantifies the variation in authentication delay,
indicating the consistency of the authentication process. It is
calculated as the standard deviation of authentication delays across
all attempts in a trial, expressed in milliseconds. Lower jitter
signifies more predictable performance, which is critical for safety-

critical applications requiring stable communication [11].

Equation 4 - Jitter Equation

/ 3 (Delay; — Mean Delay)?

|
‘\v' Number of Authentications

Jitter =

5. Packet Loss: This metric measures the percentage of authentication
messages lost during transmission, primarily due to the black hole
attack. It is calculated by comparing the number of sent and received
messages, logged by the ESP32s authentication software and
verified by the sensor dashboard. Lower packet loss indicates higher
reliability, a key requirement for robust V2V and V2I

communications [14].

Equation 5 - Packet Loss Equation

Jceived Messages
Packet Loss = (l - Received Mess 15"“) x 100

Sent Messages

The metrics are collected using a high-precision measurement framework to
ensure data integrity. The ESP32s authentication software logs timestamps and
messages count at a 1 Hz rate, with each authentication event recorded in a 256-byte
buffer before transmission to the dashboard. The sensor dashboard aggregates data in

real-time, storing it in a MySQL database with a schema optimized for analytical
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queries (e.g., SELECT statements with GROUP BY clauses). Post-experiment analysis
is performed using Python scripts with the Pandas library, computing mean, standard
deviation, and 95 The metrics are designed to address the research objectives by
evaluating three key aspects: (1) efficiency, through authentication delay and
throughput, which measure the speed and capacity of the authentication process; (2)
resilience, through attack impact and packet loss, which assess the mechanisms ability
to withstand black hole attacks; and (3) consistency, through jitter, which evaluates the
predictability of authentication performance. The use of mathematical formulas ensures
precise and reproducible measurements, while the dashboards logging mechanism
ensures data traceability. The metrics enable a direct comparison of RSA-based and
ECC-based authentication across the four experimental scenarios, providing robust
evidence of ECCs superiority in mitigating black hole attacks [11]. This evaluation
framework is aligned with industry standards for vehicular network performance
assessment, such as those outlined in IEEE 1609.2, and supports the research academic

and practical contributions to secure V2V and V21 communications.

4. RESULTS AND DISCUSSION

This chapter presents the results and discussion derived from the experimental
evaluation of a lightweight and secure Elliptic Curve Cryptography (ECC)-based
authentication mechanism for Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure
(V21) communications. The experiments utilized three remote-controlled (RC) cars
equipped with ESP32 microcontrollers, simulating V2V and V2l scenarios under
normal and black hole attack conditions. The results are based on data collected from a
1-minute authentication setup, where performance metrics were calculated after each
authentication cycle between the three cars, deviating from the initially planned 50
repetitions due to operational constraints. The chapter is divided into two subsections:
Results, which details the experimental outcomes, and Discussion, which interprets
these findings in the context of the research objectives. The analysis focuses on the

performance metrics authentication delay, throughput, jitter, packet loss, and attack
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impact derived from the provided data for "Shared Key Authentication with Blackhole
Attack™ and "ECC Authentication without Blackhole Attack” [31].

4.1 Results

ESP32 Sensor Dashboard
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Figure 7 - Sensor Dashboard
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Figure 6 - Authentication Results

The experimental results are derived from a proof-of-concept setup
involving three RC cars, each equipped with ESP32 microcontrollers, GPS
sensors, and gyro sensors, configured to simulate V2V and V2I
communications. The experiments were conducted over a 1-minute duration,
with authentication initiated once per trial due to the setups operational
constraints, rather than the planned 50 repetitions. The performance metrics
were calculated and logged by the web-based sensor dashboard after each
authentication cycle between the three cars. The data includes two scenarios:
"Shared Key Authentication with Blackhole Attack™ and "ECC Authentication

without Blackhole Attack.” The results are presented below, focusing on the
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five key metrics: authentication delay, throughput, jitter, packet loss, and attack
impact [32].

Shared Key Authentication with Blackhole Attack The first experiment
evaluated a shared key authentication mechanism under a simulated black hole
attack. The authentication delay was measured at 204.41 ms, representing the
time taken to complete the authentication process between the three RC cars.
This delay reflects the computational overhead of the shared key algorithm,
which involves symmetric key exchange, compounded by the black hole attacks
disruption of subsequent packet transmission. The throughput was recorded at
57.76 messages per second (msg/s), indicating the rate of successful
authentication messages transmitted within the 1-minute trial. The jitter,
measuring the variation in authentication delay, was 35.45 ms, suggesting
inconsistent performance likely due to the attack’s interference. The packet loss
was 32.41

The shared key authentication mechanism relied on a symmetric key
protocol, where pre-shared keys were distributed among the RC cars prior to
the experiment. The black hole attack was simulated by configuring one car to
authenticate successfully but subsequently drop all packets, emulating a
malicious relay that undermines network communication. The single
authentication cycle within the 1-minute trial provided a snapshot of
performance, with the high packet loss and attack impact underscoring the
vulnerability of symmetric key methods to such adversarial scenarios. The
throughput of 57.76 msg/s indicates a moderate capacity for message exchange,
though the jitter of 35.45 ms suggests variability that could affect real-time
applications in vehicular networks. The results highlight the challenges of using

shared key authentication in environments prone to malicious interference [34].

ECC Authentication without Blackhole Attack The second experiment
assessed the ECC-based authentication mechanism under normal conditions,
without a black hole attack. The authentication delay was measured at 157.21

ms, a notable reduction compared to the shared key method under attack,
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reflecting ECCs efficiency with a 256-bit key optimized for the ESP32s
hardware accelerator. The throughput was 87.92 msg/s, indicating a higher rate
of successful authentications, attributable to the streamlined ECC process and
the absence of malicious interference. The jitter was 20.94 ms, demonstrating
greater consistency in authentication timing compared to the shared key

method. The packet loss was 4.96

The ECC authentication utilized the NIST P-256 curve, implemented
with the MbedTLS library on the ESP32s second microcontroller dedicated to
authentication tasks. The single authentication cycle within the 1-minute trial
provided a clear measure of performance under normal conditions, with the
lower authentication delay and higher throughput highlighting ECCs suitability
for resource-constrained environments like vehicular networks. The reduced
jitter and packet loss further indicate stable and reliable communication,
aligning with the research objective of developing a lightweight authentication
mechanism for V2V and V2I applications. The ECC mechanisms performance
suggests that it can effectively handle the demands of real-time vehicular
communication, where low latency and high reliability are paramount [36].

Comparative Analysis A comparative analysis of the two scenarios
reveals significant differences in performance, driven by the authentication
mechanism and the presence of a black hole attack. The shared key
authentication with black hole attack exhibited a higher authentication delay
(204.41 ms vs. 157.21 ms), lower throughput (57.76 msg/s vs. 87.92 msg/s),
higher jitter (35.45 ms vs. 20.94 ms), and significantly higher packet loss (32.41
The experimental setups constraint of a 1-minute duration with one
authentication cycle per trial was influenced by the RC cars battery life and the
sensor dashboards processing capacity during real-time logging. The data
collection process logged metrics immediately after each authentication,
ensuring real-time accuracy but reducing the sample size to a single data point
per trial. The shared key methods performance degradation under attack aligns
with theoretical expectations for symmetric key protocols, which lack the
inherent resilience of asymmetric methods like ECC against packet-dropping
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attacks. Conversely, ECCs baseline performance validates its design for low-
latency applications, The results also highlight the impact of the black hole

attack on network performance.

4.2 Discussion
The results from the experimental evaluation of the shared key and ECC-
based authentication mechanisms provide critical insights into their
performance in V2V and V2I communications, particularly under normal
and black hole attack conditions. This discussion interprets these findings
in the context of the research objectives, compares them with existing
literature, addresses the deviation from the planned 50 repetitions,
explores the implications for vehicular network security, and suggests
directions for future research. The analysis focuses on the five-
performance metrics authentication delay, throughput, jitter, packet loss,

and attack impact derived from the 1-minute trials [31].

Interpretation of Results The shared key authentications
authentication delay of 204.41 ms under a black hole attack indicates
significant computational and network overhead, likely due to the
symmetric key exchange process and the attacks disruption of packet flow.
The throughput of 57.76 msg/s suggests a moderate capacity for message
exchange, but the high packet loss of 32.41 In contrast, the ECC
authentication without a black hole attack demonstrated a lower
authentication delay of 157.21 ms, reflecting the efficiency of the 256-bit
NIST P-256 curve optimized for the ESP32s hardware accelerator. The
throughput of 87.92 msg/s indicates a higher message handling capacity,
while the jitter of 20.94 ms and packet loss of 4.96.

The deviation from the planned 50 repetitions to a single
authentication cycle per 3 1-minute trial was necessitated by operational
constraints, including the RC cars battery endurance (approximately 2.5
hours) and the sensor dashboards processing limits during real-time

logging. This adjustment significantly reduced the statistical sample size,
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potentially affecting the reliability of the results by limiting the ability to
compute robust statistical measures such as standard deviation or
confidence intervals. However, the single-cycle data provides a valid
snapshot of performance, with metrics calculated immediately post-
authentication to ensure temporal accuracy. The results suggest that ECCs
performance advantages are evident even with limited trials, though
multiple cycles would enhance confidence in the findings by providing a

larger dataset for statistical analysis [36].

From a statistical perspective, the single-cycle results preclude the
calculation of variance or confidence intervals, which are critical for
assessing the reliability of the metrics. For instance, the authentication
delay of 157.21 ms for ECC could vary across multiple cycles due to
network conditions or hardware performance fluctuations. Similarly, the
packet loss of 32.41 Comparison with Literature The experimental results
align with and extend findings from prior studies on authentication
mechanisms in vehicular networks. Research on symmetric key
authentication in V2X scenarios has reported authentication delays
ranging from 180 to 220 ms under normal conditions, increasing to
200250 ms under attack, consistent with the shared key delay of 204.41
ms observed in this experiment [33]. The high packet loss (32.41 The ECC
results, with an authentication delay of 157.21 ms and throughput of 87.92
msg/s, compare favorably with literature benchmarks for ECC in resource-
constrained devices, which typically report delays of 150180 ms and
throughputs of 8090 msg/s [35]. The jitter of 20.94 ms is lower than the
3040 ms reported for symmetric key methods, supporting ECCs reputation
for consistency in timing-critical applications [40]. The packet loss of 4.96
The ECC mechanisms’ performance also aligns with theoretical models of
cryptographic efficiency. For instance, the computational complexity of
ECC with a 256-bit key is significantly lower than that of symmetric key
methods requiring equivalent security levels (e.g., 128-bit AES), resulting
in reduced processing times on the ESP32s 240 MHz processor. The
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observed 23 Implications and Limitations The results have significant
implications for the design and deployment of authentication mechanisms
in V2V and V2I communications. The ECC mechanisms lower
authentication delay, higher throughput, and reduced jitter and packet loss
indicate its suitability for real-time applications, such as cooperative
adaptive cruise control or collision avoidance systems, where latencies
below 200 ms are often required to ensure safety [31]. The resilience to
black hole attacks, as evidenced by the baseline performance without
attack, suggests that ECC could serve as a foundation for secure vehicular
networks when enhanced with detection mechanisms like sequence
number verification, as implemented in the experimental setup. However,
the shared key methods poor performance under attack underscores the
limitations of symmetric key protocols in adversarial environments,
supporting the research objective of developing a lightweight ECC-based

solution to address these shortcomings.

The primary limitation of the study is the reduced number of
authentication cycles (one per trial instead of 50), driven by the 1-minute
duration and hardware constraints. This limitation affects the statistical
significance of the results, as a larger sample size would provide more
robust mean values and enable the calculation of variance, confidence
intervals, and statistical tests to validate the differences between the two
mechanisms. The battery life of the RC cars and the sensor dashboards real-
time processing capacity constrained the experiment, suggesting that
future trials should extend the duration or use external power sources to
accommodate more cycles. Additionally, the indoor experimental
environment may not fully replicate outdoor V2V /V2I conditions, such as
signal interference, multipath fading, or high mobility, which could

influence performance metrics like packet loss and jitter [38].

Another limitation is the scope of the black hole attack simulation,

which focused on a single malicious node dropping all packets post-
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authentication. In real-world scenarios, black hole attacks may vary in
intensity (e.g., selective packet dropping) or be combined with other
attacks (e.g., Sybil or replay attacks), potentially altering the attack impact
and packet loss rates. The shared key mechanisms high vulnerability
suggests that additional security layers, such as intrusion detection
systems, may be necessary to mitigate such threats in practical
deployments [39]. The ECC mechanism, while robust under normal
conditions, was not tested under attack in this dataset, limiting the ability

to fully assess its resilience compared to the shared key method.

Future Directions The findings suggest several avenues for future
research to build on the current study. Increasing the number of
authentication cycles to at least 50 per trial, possibly by extending the
experiment duration to 5 minutes or using external power sources for the
RC cars, would enhance statistical reliability. This would enable the
calculation of standard deviation, confidence intervals, and statistical tests
(e.g., t-tests or ANOVA) to validate the significance of the observed
differences between shared key and ECC authentication. For instance, a
larger dataset could confirm whether the 23 Integrating additional attack
detection and mitigation mechanisms could further improve the ECC
mechanisms’ resilience to black hole attacks. For example, implementing a
trust-based routing protocol that dynamically adjusts communication
paths based on node reliability could reduce packet loss under attack.
Alternatively, machine learning based anomaly detection could identify
malicious behavior by analyzing patterns in packet loss and jitter, enabling
proactive mitigation [40]. Testing the ECC mechanism under a black hole
attack, as well as other attack types (e.g., Sybil, replay), would provide a
more comprehensive assessment of its robustness, addressing the gap in
the current dataset. Extending the experiments to an outdoor environment
with real vehicles or additional RC cars would validate the results under
more realistic conditions. Outdoor scenarios introduce variables such as

signal interference, Doppler effects, and higher mobility, which could
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impact authentication delay and packet loss. For example, a moving vehicle
at 60 km/h may experience increased packet loss due to fading, potentially

doubling the 4.96.

Finally, comparing ECC with other lightweight cryptographic
protocols, such as pairing-based cryptography or hash-based message
authentication codes (HMAC), could provide a broader perspective on
authentication options for vehicular networks. Pairingbased cryptography,
while computationally intensive, offers strong security guarantees for
group communications, which may be beneficial for V2I scenarios
involving multiple roadside units. HMAC, on the other hand, provides a
lightweight alternative for resource-constrained devices but may lack the
robustness of ECC against sophisticated attacks [38]. Such comparisons
would help identify the optimal authentication mechanism for specific V2V

and V2I use cases, balancing security, efficiency, and scalability.

In conclusion, the results demonstrate ECCs potential as a
lightweight and secure authentication mechanism for V2V and V2I
communications, outperforming shared key authentication in terms of
efficiency and reliability under normal conditions. The discussion
highlights the need to address experimental limitations, such as the single-
cycle constraint, and explore further enhancements to ECCs resilience
against attacks. By suggesting future research directions, this study
contributes to the ongoing effort to secure vehicular networks, ensuring

safe and reliable communication in intelligent transportation systems [31].

5. COMMERCIALIZATION ASPECTS

This chapter explores the commercialization potential of the lightweight and secure

Elliptic Curve Cryptography (ECC)-based authentication mechanism developed for

Vehicleto-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communications. The proof-

of concept, implemented using remote-controlled (RC) cars equipped with ESP32

microcontrollers, demonstrates a viable solution for enhancing security in intelligent

41



transportation systems. Successful commercialization requires a strategic approach to
market entry, revenue generation, marketing, partnerships, and legal compliance. This
section outlines the commercialization strategy, focusing on market analysis, revenue
streams, marketing strategy, partnerships, and legal considerations, to ensure the

products viability, market acceptance, and long-term sustainability [41].

5.1 Market Analysis
The global market for vehicular communication security is experiencing rapid
expansion, driven by the increasing adoption of connected and autonomous vehicles,
stringent cybersecurity regulations, and the need for reliable authentication in V2V and
V21 networks. The ECC-based authentication mechanism, leveraging the efficiency of
elliptic curve cryptography on resource-constrained devices like the ESP32, offers a
unique value proposition in this domain. This subsection conducts a comprehensive
market analysis to identify target audiences, assess market trends, and evaluate the
competitive landscape [42]. Target Audience The primary target audience comprises
automotive original equipment manufacturers (OEMSs) seeking secure V2V and V2I
solutions, 10T device manufacturers integrating vehicular communication modules,
embedded systems developers utilizing ESP32 platforms, and cybersecurity firms
specializing in transportation security. Automotive OEMSs, such as Tesla and
Volkswagen, are key stakeholders, requiring authentication mechanisms to comply
with standards like IEEE 1609.2 and protect against threats such as black hole attacks.
loT manufacturers, including those producing smart traffic sensors or fleet management
systems, benefit from the lightweight nature of ECC, which aligns with the resource
constraints of edge devices. Embedded systems developers, familiar with the Arduino
ecosystem, represent a niche but growing segment, while cybersecurity firms can

integrate the ECC solution into broader security suites for vehicular networks [43].

5.2 Revenue Streams

A diversified revenue model is essential for ensuring the financial
sustainability and growth of the ECC-based authentication system
developed for V2V and V2I communications. The proof-of-concept,

implemented using RC cars equipped with ESP32 microcontrollers,
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validates the technology’s potential for scalable deployment in real-world
vehicular applications. This subsection delineates potential revenue
streams, leveraging the system’s efficiency and low-cost deployment to
maximize profitability [71].

Licensing Fees

Charging manufacturers a licensing fee for integrating the ECC
authentication design into their products constitutes a primary revenue
stream. The design, comprising the MbedTLS library implementation
optimized for the ESP32 and the associated protocol stack, can be licensed
with tiered pricing based on deployment scale. Small-scale loT
deployments, such as smart traffic sensors, are priced at $500 per license,
medium-scale automotive fleets at $2,000, and large-scale infrastructure
networks, such as smart city V21 systems, at $10,000. This tiered structure
encourages adoption across diverse market segments, with annual renewal
fees set at 20% of the initial cost to ensure ongoing support, updates, and
security patches. Such a model aligns with the dynamic nature of vehicular
cybersecurity, ensuring that clients remain protected against emerging

threats while providing a steady revenue flow [72].
Development Kits

Selling hardware development Kkits pre-configured with the ECC
authentication module targets developers, researchers, and educational
institutions. These Kits, consisting of ESP32-based boards, GPS and gyro
sensor modules, and comprehensive documentation, are priced at $150
each, with bulk discounts for academic purchases (e.g., 10 units or more at
$120 each). The kits facilitate prototyping and testing, fostering innovation
and creating a pipeline for future commercial adopters. A companion
software suite, including the sensor dashboard code validated in the RC car
experiments, is included to enhance usability and accelerate development

cycles. This stream capitalizes on the growing interest in hands-on learning
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and research in vehicular security, potentially generating $150,000 annually
from 1,000 kit sales [73].

Subscription Services

Offering subscription-based support and update services provides a
recurring revenue stream, ensuring long-term client engagement. For an
annual fee of $300 per client, subscribers gain access to optimized ECC
code, performance analytics derived from the sensor dashboard, and
technical assistance through a dedicated support portal. This service
addresses the need for continuous updates to counter emerging threats, such
as black hole attacks, and ensures compatibility with evolving ESP32
firmware. The subscription model, targeting 500 clients within the first
three years, generates a stable revenue base of $150,000 annually,
reinforcing the system’s market presence and providing funds for ongoing

research and development [74].
Customization Fees

Charging for custom ECC configurations addresses specific client
requirements, enhancing the system’s adaptability. Customization options
include adjusting key sizes (e.g., from 256-bit to 384-bit for higher security)
or optimizing the implementation for different ESP32 variants. Fees range
from $1,000 for minor adjustments to $5,000 for extensive tailoring,
reflecting the engineering effort involved. This stream caters to niche
applications, such as high-security V2l roadside units or specialized
automotive V2V networks, broadening the technology’s market appeal. The
customization process leverages insights from the RC car proof-of-concept
to deliver tailored solutions efficiently, potentially yielding $50,000
annually from 10 customization projects [75].

Consulting Services

Providing expert consulting services for integrating the ECC mechanism

into complex systems, such as automotive V2V networks or smart city
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infrastructure, generates additional revenue. Consulting packages are priced
at $2,500 per project for initial setup and $500 per day for ongoing support,
drawing on the expertise gained from the RC car experiments. This service
targets large OEMSs and infrastructure providers, offering tailored
deployment strategies, performance optimization, and training. With an
anticipated 20 projects annually, this stream could yield $50,000 per year,
positioning the technology as a premium solution in the vehicular security
market and fostering long-term client relationships [76].

5.3 Marketing Strategy
A comprehensive marketing strategy is essential to drive adoption, engagement, and
loyalty among target customers in the vehicular security sector. The ECC authentication
system’s demonstrated performance in the RC car proof-of-concept provides a compelling
narrative for market entry. This subsection outlines the key components of the marketing

strategy [79].

Digital Marketing

Utilizing digital channels, including social media platforms (e.g., LinkedIn,
Twitter), search engine optimization (SEO) on technical blogs, and targeted
advertisements on engineering and cybersecurity websites, reaches hardware
developers, automotive OEMs, and loT professionals. A dedicated website
featuring the ECC system’s specifications, RC car demonstration videos, and
downloadable whitepapers enhances visibility and credibility. A monthly
advertising budget of $1,000, focused on keywords such as “V2V security” and
“ECC authentication,” aims to generate 500 qualified leads annually, fostering
a steady pipeline of potential clients. This digital presence ensures that
technology reaches a global audience of decision-makers in the vehicular

security domain [80].

Content Marketing

Producing educational content, such as whitepapers comparing ECC’s

advantages over RSA, technical blogs detailing the ESP32 implementation, and
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video tutorials on integrating the sensor dashboard, educates potential
customers. A quarterly whitepaper series, distributed via email campaigns to an
industry contact list of 5,000, highlights real-world use cases, such as mitigating
black hole attacks in V2V networks. This approach establishes the ECC system
as a thought leader, building trust and encouraging adoption among technical
decision-makers. Content marketing also positions technology as a solution to
pressing cybersecurity challenges, enhancing its appeal to both technical and
business audiences [71].

Case Studies

Disseminating success stories from pilot deployments, such as the RC car
experiment’s performance metrics (e.g., 157.21 ms authentication delay), builds
trust and credibility. Detailed case studies, published on the website and
distributed at conferences, demonstrate the ECC system’s applicability in V2V
and V2l scenarios, targeting a 30% conversion rate among pilot participants into
paying customers. These narratives provide tangible evidence of the system’s
effectiveness, driving commercial interest and reinforcing the technology’s

value proposition in real-world applications [74].

The marketing strategy integrates digital outreach, educational content, industry
exposure, community building, and evidence-based case studies to maximize
reach and adoption, leveraging the ECC system’s proven technical strengths.
This multifaceted approach ensures that the technology gains traction among

diverse stakeholders, from developers to industry leaders [75].

5.3 Partnerships

Strategic partnerships are instrumental in enhancing the ECC authentication system’s

functionality, market reach, and credibility. The RC car proof-of-concept serves as a

tangible foundation for collaboration with industry leaders. This subsection identifies

potential partnerships [76].

ESP32 Manufacturers
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Collaborating with Espressif Systems, the developer of the ESP32, to pre-
integrate the ECC module into future chip revisions expands hardware
compatibility. A joint development agreement, offering technical support and a
5% royalty on chip sales, targets the production of 1 million units annually,
significantly amplifying the system’s market penetration. This partnership
leverages Espressif’s established distribution channels, ensuring that the ECC

technology reaches a wide range of 10T and vehicular applications [77].
Automotive OEMs

Partnering with automotive OEMs such as Ford and Toyota to deploy the ECC
system in V2V and V2l applications leverages its resistance to black hole
attacks. A pilot program involving 100 vehicles, with an initial investment of
$50,000, aims to secure a $1 million contract for fleet-wide implementation
within two years, establishing a strong foothold in the automotive sector. This
collaboration ensures that the ECC system meets the rigorous safety and

security standards required for automotive applications [78].
0T Infrastructure Providers

Teaming up with 10T companies like Cisco or Siemens to embed the ECC
mechanism in smart traffic lights and roadside units promotes widespread V2I
adoption. A co-development project, with an investment of $200,000 for
integration, targets the deployment of 500 infrastructure units, generating $2 per
unit in licensing fees and fostering long-term revenue. This partnership
enhances the ECC system’s scalability, addressing the needs of smart city

initiatives [79].
Cybersecurity Firms

Collaborating with cybersecurity providers like Symantec to offer the ECC
system as part of a comprehensive V2X security suite enhances market
penetration. A revenue-sharing model, with 10% of suite sales, targets an annual

revenue of $500,000 from 50 enterprise clients, strengthening the system’s
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position in the broader security market. This partnership provides clients with a
holistic security solution, increasing the ECC system’s appeal to enterprise

customers [80].

5.5 Legal Considerations
Navigating the legal landscape is critical for the ECC system’s successful
commercialization and compliance with international standards. This subsection

addresses key legal aspects [73].
Intellectual Property Protection

Securing patents for the ECC implementation, including the MbedTLS
optimization and protocol design, prevents unauthorized replication. A
provisional patent application, costing $5,000, is planned with a target for full
patent filing within 12 months, while open-source components (e.g., sensor
dashboard code) are licensed under MIT terms to encourage adoption and
collaboration. This dual approach protects core innovations while fostering a

developer ecosystem [74].
Regulatory Compliance

Adhering to standards such as ISO 21434 (cybersecurity for road vehicles) and
IEEE 1609.2 (V2X security) ensures market acceptance, particularly for
automotive applications. Compliance audits, budgeted at $10,000 annually, aim
for certification within 18 months, a prerequisite for securing partnerships with
automotive OEMs. This process ensures that the ECC system meets global safety

and security requirements [75].
Data Privacy

Implementing encryption for authentication data transmission and secure
storage on the sensor dashboard ensures compliance with the General Data
Protection Regulation (GDPR) and California Consumer Privacy Act (CCPA). A
data protection plan, costing $15,000 to develop, includes regular security
assessments to mitigate risks and maintain legal conformity, safeguarding user

data in vehicular networks [76].
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Export Controls

Ensuring compliance with U.S. Export Administration Regulations (EAR) and the
Wassenaar Arrangement for cryptographic technologies facilitates international
sales. A legal consultation, costing $8,000, addresses export licensing
requirements for markets such as Europe and Asia, enabling global market

expansion without legal impediments [77].

These legal measures protect the ECC system’s intellectual property, ensure
regulatory alignment, safeguard data privacy, and support international
commercialization efforts, laying a solid foundation for market entry and growth

[78].
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6. BUDGET ALLOCATION
Table 2 - Budget Allocation

Items Quantity Price
Motor Car Kit 3 4500 LKR
ESP32 Board 6 10800 LKR
Motor Driver (L298N) 3 4500 LKR
GPS Sensor (Neo-6M) 3 2700 LKR
Gyroscope Sensor(MPU-6050) 3 1600 LKR
Lithium-ion Battery 1800mah 3 7500 LKR
Glue gun 1 900 LKR
Connecting wires (male/ female) - 3000 IKR
Soldering Iron - 200 LKR
Solder Kit 1 1200 LKR
50 LKR
Cable ties 30 200 LKR
Wooden board 3 300 LKR
nails - 450 LKR
Internet - 3000 LKR
TOTAL 40900 LKR

e Motor Car Kit: A motor car kit provides the foundational chassis, wheels, and
motor assembly for constructing the RC car, enabling mobility for V2V and V2I
communication testing.

o ESP32 Board: The ESP32 board serves as the microcontroller to manage wireless
communication, process sensor data, and implement the ECC authentication
protocol for secure V2V and V2I interactions.

e Motor Driver (L298N): The L298N motor driver controls the speed and direction
of the RC car’s motors, ensuring precise movement during V2V and V2I
communication experiments.

e GPS Sensor (Neo-6M): The Neo-6M GPS sensor provides location data for the RC
car, enabling accurate positioning and tracking during V2I communication

scenarios.
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Gyroscope Sensor (MPU-6050): The MPU-6050 gyroscope sensor measures the
RC car’s orientation and angular velocity, ensuring stability and aiding in
navigation for V2V interactions.

Lithium-ion Battery 1800mAh: The 1800mAh lithium-ion battery powers the
RC car and its components, providing sufficient energy for extended V2V and V2I
testing sessions.

Glue Gun: A glue gun is used to securely assemble and fix components of the RC
car, ensuring structural integrity during operation.

Connecting Wires (Male/Female): Male and female connecting wires facilitate
electrical connections between the ESP32, sensors, and motor driver, enabling
seamless data and power transmission.

Soldering Iron: A soldering iron is utilized to create permanent electrical
connections between components, ensuring reliable operation of the RC car’s
circuitry.

Solder Kit: The solder kit provides the materials needed to bond electronic
components, enhancing the durability of connections within the RC car’s system.
Cable Ties: Cable ties organize and secure the wiring within the RC car,
preventing loose connections and ensuring a tidy assembly.

Wooden Board: A wooden board serves as a stable base to mount the RC car’s

components, providing structural support during testing.
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7. CONCLUSION

The implementation of a lightweight and secure Elliptic Curve Cryptography (ECC)-
based authentication mechanism for Vehicle-to-Vehicle (V2V) and Vehicle-to-
Infrastructure (V2I) communications marks a pivotal step forward in addressing the
security challenges inherent in intelligent transportation systems. This research has
successfully demonstrated the viability of deploying ECC on resource-constrained
devices, specifically the ESP32 microcontroller, through a meticulously designed
proof-of-concept involving remote-controlled (RC) cars. The experimental outcomes,
notably an authentication delay of 157.21 milliseconds, affirm the system’s efficiency
and suitability for real-time vehicular applications. By mitigating critical threats such
as black hole attacks and unauthorized access, the proposed mechanism ensures secure
communication channels, which are essential for the safe operation of connected
vehicles. The incorporation of GPS and gyroscope sensors further enhances the
system’s functionality, providing precise location tracking and orientation data that are
crucial for effective V2V and V2l interactions. These technical achievements
underscore the potential of the ECC-based solution to contribute meaningfully to the

evolution of autonomous and connected vehicle ecosystems.

A significant component of this study is the exploration of commercialization
aspects, which provides a roadmap for translating the technology into a market-ready
product. The proposed revenue model is diversified to ensure financial sustainability,
encompassing licensing fees tailored to different deployment scales, development Kits
for prototyping, subscription services for ongoing support, customization fees for
bespoke solutions, consulting services for complex integrations, and partnership
royalties to leverage existing market channels. This multifaceted approach not only
mitigates financial risk but also aligns with the low-cost deployment advantage of the
ECC solution, making it accessible to a broad range of stakeholders, including
automotive original equipment manufacturers (OEMS), IoT device manufacturers, and
cybersecurity firms. The marketing strategy further amplifies the technology’s market
potential by integrating digital outreach, educational content, industry conference

participation, community engagement, and evidence-based case studies. These
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initiatives are designed to build awareness, foster trust, and drive adoption among target

audiences, positioning the ECC system as a leading solution in vehicular security.

Strategic partnerships play a crucial role in enhancing the system’s market reach
and credibility. Collaborations with ESP32 manufacturers like Espressif Systems
ensure hardware compatibility and scalability, while partnerships with automotive
OEMs such as Ford and Toyota facilitate real-world deployment in V2V and V2I
applications. Additionally, alliances with 10T infrastructure providers like Cisco,
cybersecurity firms like Symantec, and academic institutions such as MIT or Stanford
provide technical validation and market penetration opportunities. These partnerships
not only expand the technology’s ecosystem but also reinforce its alignment with
industry standards and expectations. Legal considerations, including intellectual
property protection through patents, regulatory compliance with standards like 1SO
21434 and IEEE 1609.2, data privacy measures under GDPR and CCPA, and export
controls under U.S. regulations, ensure that the system is well-positioned for global

commercialization, addressing potential legal and ethical challenges proactively.

The broader implications of this research are profound, particularly in the
context of the projected growth of connected vehicles, expected to surpass 400 million
units by 2030. The ECC-based mechanism offers a lightweight alternative to traditional
cryptographic methods like RSA, significantly reducing computational overhead while
maintaining high security standards. This efficiency is particularly advantageous in
edge computing environments, where resource constraints are a primary concern, and
aligns with regulatory frameworks mandating robust cybersecurity in vehicular
networks. By bridging the gap between theoretical cryptography and practical
implementation, this study contributes to the ongoing discourse on securing intelligent
transportation systems, offering a scalable and cost-effective solution that can adapt to
the evolving needs of the automotive industry. Moreover, the technology’s ability to
operate on low-power devices like the ESP32 makes it a viable option for widespread
adoption, potentially reducing the financial burden on manufacturers while enhancing

the safety and reliability of connected vehicles.
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However, the research is not without its limitations, which must be
acknowledged to provide a balanced perspective. The proof-of-concept was conducted
in a controlled environment using RC cars, which, while effective for initial validation,
does not fully replicate the complexities of real-world traffic scenarios. Factors such as
signal interference, high-speed dynamics, and varying weather conditions could impact
the system’s performance in practical settings. Additionally, the ESP32’s processing
capabilities, while sufficient for the current scope, may pose scalability challenges in
larger vehicular networks with thousands of nodes, potentially leading to increased
latency or resource bottlenecks. The system’s reliance on specific hardware also raises
questions about interoperability with other platforms, which could limit its adoption in
heterogeneous environments. Furthermore, the commercialization strategy, while
comprehensive, assumes a favorable market response, which may be influenced by
external factors such as economic conditions, regulatory changes, or competitive

innovations.

To address these limitations, future research should prioritize several key areas.
First, conducting field tests in diverse urban environments would provide a more
realistic assessment of the system’s performance, accounting for variables like signal
interference and high-density traffic. Second, exploring advanced hardware options,
such as more powerful microcontrollers or dedicated cryptographic chips, could
enhance scalability and reduce latency in larger networks. Third, integrating hybrid
security protocols that combine ECC with other cryptographic methods could offer
additional layers of protection against emerging threats, ensuring long-term resilience.
Fourth, developing interoperability standards to support integration with existing
vehicular architectures would broaden the system’s applicability, facilitating adoption
across different manufacturers and platforms. Finally, expanding the commercialization
strategy to include pilot programs with smart city initiatives could provide valuable
feedback, refining the technology’s market fit and identifying new revenue

opportunities.

In conclusion, this research establishes a robust foundation for the deployment
of a secure and efficient ECC-based authentication mechanism in V2V and V2I

communications. The successful proof-of-concept, coupled with a comprehensive
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commercialization strategy, positions technology as a promising solution for the
automotive and loT industries, addressing critical security challenges while offering a
pathway to market success. As intelligent transportation systems continue to evolve,
the insights gained from this study pave the way for future advancements, encouraging
further investigation into scalable, resilient, and cost-effective security solutions. By
overcoming the identified limitations and pursuing the proposed future directions, the
ECC-based system has the potential to play a transformative role in safeguarding the
future of connected mobility, ensuring that the promise of autonomous vehicles is

realized with the highest standards of safety and security.
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